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1 Introduction

RFB (“remoteframehuffer”) is a simple protocolfor remoteaccesso graphicaluser
interfaces.Becausat works at the frameluffer level it is applicableto all windowing
systemsandapplicationsjncluding X11, Windows 3.1/95/NTandMacintosh.

Theremoteendpointwherethe usersits(i.e. thedisplaypluskeyboardand/orpointer)
is calledthe RFB client. The endpointwherechangedo the frameluffer originate
(i.e. thewindowing systemandapplications)s knowvn asthe RFB sener.

RFB Server RFB Client

RFB -
Protocol

RFB s truly a*“thin client” protocol. The emphasisn the designof the RFB protocol
is to make very few requirementf the client. In this way, clientscanrun on the
widestrangeof hardware,andthe taskof implementinga clientis madeassimpleas
possible.

Theprotocolalsomakestheclientstatelesslf aclientdisconnect$rom agivensener
andsubsequentlyeconnectso thatsamesener, the stateof the userinterfaceis pre-
sened. Furthermorea differentclient endpointcan be usedto connectto the same
RFB sener. At the new endpoint,the userwill seeexactly the samegraphicaluser
interface as at the original endpoint. In effect, the interfaceto the users applica-
tionsbecomesompletelymobile. Wherever suitablenetwork connectiity exists,the
usercanaccesgheir own personalpplicationsandthe stateof theseapplicationss
presered betweenaccesse$from differentlocations. This providesthe userwith a
familiar, uniform view of the computinginfrastructurewherever they go.

2 Display Protocol

The display side of the protocolis basedarounda single graphicsprimitive: “put
a rectangleof pixel data at a givenx,y position”. At first glancethis might seem
an inefficient way of drawing mary userinterface components.However, allowing
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variousdifferentencodingdor the pixel datagivesus a large degreeof flexibility in
how to tradeoff variousparametersuchasnetwork bandwidth clientdraving speed
andsener processingpeed.

A sequencef theserectanglesnakes a frameluffer update(or simply updatg. An
updaterepresents changefrom onevalid frameluffer stateto another soin some
waysis similar to a frameof video. Therectanglesn anupdateare usually disjoint
but thisis not necessarilyhe case.

The updateprotocolis demand-dsien by the client. Thatis, an updateis only sent
from the sener to the client in responseo an explicit requestirom the client. This
givesthe protocolan adaptve quality The slower the clientandthe network are,the
lowertherateof updatedecomesWith typical applicationschangeso thesamearea
of the frameluffer tendto happensoonafter one another With a slow client and/or
network, transientstatesof the framehuffer canbe ignored,resultingin lessnetwork
traffic andlessdrawing for theclient.

3 Input Protocol

Theinput sideof the protocolis basedon a standardvorkstationmodelof a keyboard
and multi-button pointing device. Input eventsare simply sentto the sener by the
client whenever the userpressesa key or pointer button, or whenever the pointing
device is moved. Theseinput eventscanalsobe synthesisedrom othernon-standard
I/O devices. For example,a pen-basedhandwritingrecognitionenginemightgenerate
keyboardevents.

4 Representation of pixel data

Initial interactionbetweerthe RFB clientandsener involvesa negotiationof the for-
mat and encodingwith which pixel datawill be sent. This negotiation hasbeende-
signedto malke the job of the client aseasyaspossible. The bottomline is thatthe
sener mustalwaysbe ableto supplypixel datain the form the client wants.However
if theclientis ableto copeequallywith severaldifferentformatsor encodingsit may
chooseonewhichis easierfor thesenerto produce.

Pixel format refersto the representatiomf individual coloursby pixel values. The
mostcommonpixel formatsare 24-bit or 16-bit “true colour”, wherebit-fields within
the pixel valuetranslatedirectly to red, greenandblue intensities,and 8-bit “colour
map” wherean arbitrary mappingcan be usedto translatefrom pixel valuesto the
RGB intensities.

Encodingrefersto how arectangleof pixel datawill besentonthewire. Everyrectan-
gle of pixel datais prefixed by aheadegiving the X,Y positionof therectangleonthe
screenthewidth andheightof therectangleandanencodingypewhich specifieshe
encodingof the pixel data. The dataitself thenfollows usingthe specifiedencoding.
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5 Protocol extensions

The protocol can be extendedby addingnen encodingtypes. The encodingtypes
definedat presenareRaw; CopyReGtRRE CoRRE Hextile andZRLE In practicewe
normally useonly the ZRLE Hextile and CopyRectncodingssincethey provide the
bestcompressiorfor typical desktops.

In additionto genuineencodingsa client canrequest “pseudo-encodingto declare
to the sener thatit supportsa certainextensionto the protocol. A sener which does
notsupportheextensionwill simplyignorethepseudo-encodindNotethatthismeans
theclientmustassumehatthe sener doesnot supportthe extensionuntil it getssome
extension-specificonfirmationfrom thesener.

It is importantthat differentencodingand pseudo-encodintypesdo not clash. To
avoid suchproblems,RFB protocol versionsand encodingtypesare maintainedby
RealVNCLtd.

Seesection6.4for adescriptionof eachof theencodingsandsection6.5for adescrip-
tion of currentpseudo-encodings.

6 Protocol M essages

TheRFB protocolcanoperateoverary reliabletransportgeitherbyte-streanor message-
based.Therearetwo stagedo the protocol;aninitial handshakingphasefollowed by
thenormalprotocolinteraction.

Theinitial handshakingonsistof Protocol\érsion Security Clientlnitialisationand
Serverlnitialisation messagesas describedbelav. Note that both client and sener
senda Protocol\érsionmessage.

The protocol proceedgo the normal interactionstageafter the Serverlnitialisatio
message.At this stage,the client can sendwhichever message& wants,and may
receve messageBomthesenerasaresult.All thesemessagebeagin with amessge-
typebyte,followed by ary message-specifitata.

The following descriptionsof protocolmessagesisethe basictypesUs, U16, U32,
S8, S16, S32. Theserepresentespectiely 8, 16 and 32-bit unsignedintegersand
8, 16 and 32-bit signedintegers. All multiple byte integers(otherthan pixel values
themseles)arein big endianorder(mostsignificantbytefirst).

Thetype Pl XEL is takento meana pixel valueof bytesPer Pizel bytes,where8 x
bytesPer Pizel is the numberof bits-perpixel asagreedby the client and sener —
eitherin the Serverlinitialisatim messagésection6.1.4)or a SetPixelbrmatmessage
(section6.2.1).
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6.1 Initial Handshaking M essages
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6.1.1 ProtocolVersion

Handshakingbegins by the sener sendingthe clienta Protocol\érsion messageThis
lets the client know which is the highestRFB protocolversionnumbersupportecdy
thesener. Theclientthenreplieswith a similar messagegiving the versionnumberof
the protocolwhich shouldactuallybe used(which may be differentto that quotedby
thesener). A client shouldnever requesta protocolversionhigherthanthat offered
by the sener. It is intendedthat both clientsand seners may provide somelevel of
backwardscompatibility by this mechanism.

The only publishedprotocol versionsat this time are 3.3 and 3.7 (version 3.5 was
wrongly reportedoy someclients,but this shouldbeinterpretedoy all senersas3.3).
Addition of anew encodingor pseudo-encodintypedoesnotusuallyrequireachange
in protocolversion,sincea sener cansimply ignoreencodingst doesnotunderstand.

The Protocol\érsion messagesonsistsof 12 bytesinterpretedas a string of ASCII
characteren theformat” RFB xxx. yyy\ n" wherexxx andyyy arethemajorand
minor versionnumberspaddedwith zeros.

No. of bytes| Value
12 "RFB 003. 003\ n" (hex 524642203030332e3030330a)
or
No. of bytes| Value
12 "RFB 003. 007\ n" (hex 524642203030332e3030370a)
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6.1.2 Security

Oncethe protocolversionhasbeendecided the sener andclient mustagreeon the
type of securityto be usedon the connection.

Version 3.7 Thesener lists thesecuritytypeswhichit supports:

No. of bytes Type [Value] | Description
1 us numberof-security-ypes
numberof-security-ypes | U8 array security-types

If the sener listed at leastonevalid securitytype supportedoy the client, the
client sendsbacka single byte indicatingwhich securitytype is to be usedon
theconnection:

No. of bytes| Type [Value] | Description
1 us security-type

If numberof-security-tpes is zero,thenfor somereasonthe connectiorfailed
(e.g. the sener cannotsupportthe desiredprotocolversion). This is followed
by astringdescribinghereasonwhereastringis specifiedasalengthfollowed
by thatmary ASCII characters):

No. of bytes | Type [Value] | Description
4 U32 reason-length
reason-length U3 array reason-string

Thesener closeshe connectiomaftersendingthereason-string

Version 3.3 Thesener decideghesecuritytypeandsendsa singleword:

No. of bytes| Type [Value] | Description
4 u32 security-type

Thesecurity-typemayonly take thevalueO, 1 or 2. A valueof 0 meanghatthe
connectiorhasfailedandis followed by a stringgiving thereasonasdescribed
above.

Oncethesecurity-typenasbeendecided dataspecificto thatsecurity-typeollows:

e none(1) - noauthentications neededandprotocoldatais to be sentunencryp-
tyed. The protocolcontinueswith the Clientlnitialisationmessage.

¢ VNC authentication(2) - VNC authenticatiorns to be usedandprotocoldatais
to besentunencryptyedThesener sendsarandoml6-bytechallenge:
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No. of bytes| Type [Value] | Description
16 us challenge

The client encryptsthe challengewith DES, usinga passverd suppliedby the
userasthekey, andsendgheresultingl6-byteresponse:

No. of bytes| Type [Value] | Description
16 us response

The sener sendsa word to inform the client whetherauthenticatiorwas suc-
cessful. If so, the protocol continueswith the Clientinitialisation messageif
notthesener closesthe connection:

No. of bytes| Type [Value] | Description

4 u32 status
0 OK
1 failed

2 too-many(nolongerused)
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6.1.3 ClientlInitialisation

Oncethe clientandsener aresurethatthey’re happy to talk to oneanotherusingthe
agreedsecuritytype, the client sendsaninitialisationmessage:

No. of bytes| Type [Value]| Description
1 us shaed-flag

Shaed-flgg is non-zero(true)if the sener shouldtry to sharethe desktopby leaving
otherclientsconnectedzero(false)if it shouldgive exclusive accesgo this client by
disconnectingll otherclients.
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6.1.4 Serverinitialisation

After receving the Clientlnitialisation messagethe sener sendsa Serverlnitialistion
messageT histells the clientthewidth andheightof thesener’s frameluffer, its pixel
formatandthe nameassociatedavith the desktop:

No. of bytes | Type [Value] | Description

2 ul6 frameluffer-width
2 Ul6 framehuffer-height
16 Pl XEL_FORVAT serverpixel-format
4 U32 name-length
name-length U8 array name-string

wherePl XEL_FORMAT is

No. of bytes | Type [Value]| Description

1 U] bits-perpixel
1 us depth

1 U] big-endian-flg
1 us true-colourflag
2 Ul6 red-max

2 ul6 green-max

2 Ul6 blue-max

1 us red-shift

1 us green-shift

1 us blue-shift

3 padding

Serverpixel-formatspecifieshe sener’s naturalpixel format. This pixel formatwill
beusedunlessheclientrequestsa differentformatusingthe SetPixelbrmatmessage
(section6.2.1).

Bits-perpixel is the numberof bits usedfor eachpixel valueon the wire. This must
be greaterthanor equalto the depthwhich is the numberof usefulbits in the pixel
value.Currentlybits-perpixel mustbe 8, 16 or 32 — lessthan8-bit pixelsarenot yet
supportedBig-endian-flg is non-zera(true)if multi-byte pixelsareinterpretedasbig
endian.Of coursethisis meaningles$or 8 bits-perpixel.

If true-coloutflag is non-zero(true) thenthe last six itemsspecifyhow to extractthe
red, greenand blue intensitiesfrom the pixel value. Red-maxs the maximumred
value(= 2" — 1 wheren is the numberof bits usedfor red). Notethis valueis always
in big endianorder Red-shiftis the numberof shiftsneededo gettheredvaluein a
pixel to the leastsignificantbit. Green-maxgreen-shiftandblue-max blue-shiftare
similarfor greenandblue. For example to find theredvalue(betweerD andred-ma
from a givenpixel, do thefollowing:

¢ Swapthepixel valueaccordingo big-endian-flg (e.qg.if big-endian-flg is zero
(false)andhostbyte orderis big endianthenswap).
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e Shift right by red-shift

e AND with red-max(in hostbyte order).

If true-colourflag is zero(false)thenthesenerusesixel valueswhich arenotdirectly
composedrom the red, greenandblue intensities but which sene asindicesinto a
colourmap.Entriesin thecolourmaparesetby thesener usingthe SetColourMapEn-
tries messagésection6.3.2).
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6.2 Client to server messages

13
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6.2.1 SetPixelFormat

Setsthe formatin which pixel valuesshouldbe sentin FramehlufferUpdatemessages.
If theclientdoesnotsenda SetPixelBrmatmessagéhenthesener sendixel values
in its naturalformatasspecifiedn the Serverlnitialisatio messagésection6.1.4).

If true-colourflag is zero(false)thenthis indicatesthata “colour map” is to be used.
Thesener cansetary of theentriesin the colourmapusingthe SetColourMapEntries
messagésection6.3.2). Immediatelyafterthe client hassentthis messagéhe colour
mapis empty evenif entrieshadpreviously beensetby thesener.

No. of bytes| Type [Value] | Description
1 us 0 messge-type
3 padding

16 Pl XEL_FORVAT pixel-format

wherePl XEL_FORMAT is asdescribedn section6.1.4:

No. of bytes | Type [Value]| Description

1 U] bits-perpixel
1 us depth

1 U] big-endian-flg
1 us true-colourflag
2 Ul6 red-max

2 ul6 green-max

2 Ul6 blue-max

1 us red-shift

1 us green-shift

1 us blue-shift

3 padding
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6.2.2 FixColourMapEntries

Thismessag@o longerexists. It usedto be message-typene.

15
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6.2.3 SetEncodings

Setsthe encodingtypesin which pixel datacanbe sentby the sener. The orderof the
encodingypesgivenin thismessagés ahint by theclientasto its preferencdthefirst
encodingspecifiedbeingmostpreferred).The sener may or maynot chooseo make
useof this hint. Pixel datamay alwaysbe sentin raw encodingevenif not specified
explicitly here.

In additionto genuineencodingsa client canrequest'pseudo-encodirgj to declare
to thesenerthatit supportsertainextensiongo theprotocol. A senerwhichdoesnot
supportthe extensionwill simply ignorethe pseudo-encodingNote thatthis means
theclientmustassumehatthe sener doesnot supportthe extensionuntil it getssome
extension-specificonfirmationfrom thesener.

Seesection6.4 for the format of the datafor eachencodingand section6.5 for the
meaningof pseudo-encodings

No. of bytes | Type [Value]| Description

1 us 2 messge-type

1 padding

2 Ul6 numberof-encoding

followed by numberof-encoding repetitionsof thefollowing:

No. of bytes| Type [Value] Description
4 U32 encoding-type
0 Rawencoding
1 CopyRecencoding
2 RRE encoding
4 CoRREencoding
5 Hextile encoding
16 ZRLE encoding
Oxffffff1l Cursor pseudo-encoding
Oxffffff21 DesktopSizepseudo-encoding

Otherregisteredencodings

6,7,8 zlib, tight, zlibhex
OxffffffO0 to Oxffffff10
Oxffffff12 to Oxffffff20
Oxffffff22 to Oxffffffff | tight options
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6.2.4 Framebuffer UpdateRequest

Notifiesthe sener thatthe clientis interestedn the areaof the frameluffer specified
by x-position y-position width andheight The sener usuallyrespondgo a Frame-
bufferUpdateRequediy sendinga FramelufferUpdate Note however that a single
FramelufferUpdatemaybe sentin reply to several FramelufferUpdateRequest

Thesenerassumeshattheclientkeepsa copy of all partsof theframeluffer in which
it is interested.This meansthat normally the sener only needsto sendincremental
updatedo theclient.

However, if for somereasortheclienthaslostthecontentof a particularareawhichit
needsthentheclientsendsa FramehufferUpdateRequestith incrementalketto zero
(false). This requestghat the sener sendthe entire contentsof the specifiedareaas
soonaspossible.Theareawill notbeupdatedusingthe CopyRecencoding.

If the client hasnot lost ary contentsof the areain which it is interested thenit
sendsa FramehufferUpdateRequeswith incrementalsetto non-zero(true). If and
whentherearechangego the specifiedareaof the frameluffer, the sener will senda
FramelufferUpdate Notethattheremay be anindefinite periodbetweerthe Frame-
bufferUpdateRequestndthe FramelufferUpdate

In the caseof a fastclient, the client may wantto regulatethe rate at which it sends
incrementaFramehlufferUpdateRequesto avoid hoggingthe network.

No. of bytes | Type [Value]| Description
1 us 3 messge-type
1 us incremental
2 Ul6 X-position

2 Ul6 y-position

2 Ul6 width

2 Ul6 height
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6.25 KeyEvent

A key pressor release.Down-flag is non-zero(true) if the key is now pressedzero
(false)if it is now released. The key itself is specifiedusing the “keysym” values
definedby the X Window System.

No. of bytes| Type [Value]| Description
1 us 4 messge-type
1 us down-flay

2 padding

4 u32 key

For mostordinarykeys, the “keysym” is the sameasthe correspondingASCII value.
For full details,seeThe Xlib Referencevlanual,publishedby O'Reilly & Associates,
or seethe headeffile <X11/ keysyndef . h>from ary X Window Systeminstalla-
tion. Someothercommonkeys are:

Key name Keysymvalue Key name Keysymvalue
BackSpace OxffO8 F1 Oxffbe
Tab 0xff09 F2 Oxffbf
Returnor Enter | OxffOd F3 OxffcO
Escape Oxfflb F4 Oxffcl
Insert 0xff63
Delete Oxffff F12 Oxffc9
Home 0xff50 Shift (left) Oxffel
End Oxff57 Shift (right) Oxffe2
PageUp 0xff55 Control(left) | Oxffe3
PageDown Oxff56 Control(right) | Oxffe4
Left Oxff51 Meta (left) Oxffe7
Up 0Oxff52 Meta (right) Oxffe8
Right 0xff53 Alt (left) Oxffe9
Down 0xff54 Alt (right) Oxffea

Theinterpretatiorof keysymsis acomplec area.In orderto beaswidely interoperable
aspossiblethefollowing guidelinesshouldbe used:

e The“shift state”(i.e. whethereitherof the Shift keysymsaredown) shouldonly
be usedasa hint wheninterpretinga keysym. For example,on a US keyboard
the'# characteis shifted,but ona UK keyboardit is not. A senerwith aUS
keyboardreceving a'# characterfrom a client with a UK keyboardwill not
have beensentary shift presses.In this case,it is likely that the sener will
internally needto “fake” a shift presson its local system,in orderto geta '#
characteandnot, for example,a’3’.

e The differencebetweenupperand lower casekeysymsis significant. This is
unlike someof the keyboardprocessingn the X Window Systemwhich treats
them asthe same. For example,a sener receving an uppercaseA’ keysym
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withoutary shift presseshouldinterpretit asanuppercaséA’. Againthis may
involve aninternal“fake” shift press.

Senersshouldignore“lock” keysymssuchasCapsLockandNumLockwhere
possible.Insteadthey shouldinterpreteachcharacteibasedkeysym according
toits case.

Unlike Shift, the stateof modifierkeys suchasControlandAlt shouldbetaken
asmodifyingtheinterpretatiorof otherkeysyms.Notethattherearenokeysyms
for ASCII controlcharactersuchasctrl-a - theseshouldbe generatedby view-

erssendinga Controlpressfollowedby an’a’ press.

On aviewer wheremodifierslike ControlandAlt canalsobe usedto generate
charactebasedkeysyms,the viewer may needto sendextra “release”events
in orderthatthekeysymis interpretedcorrectly For example,ona GermanPC
keyboard,ctrl-alt-q generatethe’@’ characterin this casetheviewerneedso
send‘fake” releaseaventsfor ControlandAlt in orderthatthe’@’ characteis
interpreteccorrectly(ctrl-alt-@is likely to meansomethingcompletelydifferent
to thesener).

Thereis no universalstandardfor “backward tab” in the X Window System.
Onsomesystemsshift+tabgivesthe keysym“ISO_Left_Tab”, on othersit gives
a private “BackTab” keysym and on othersit gives“Tab” andapplicationstell

from the shift statethatit meansbackward-tabratherthanforward-tab In the
RFB protocolthelatterapproachs preferred.Viewersshouldgenerate shifted
TabratherthanISO_Left_Tah However, to be backwards-compatiblevith ex-

isting viewers,senersshouldalsorecognisdSO_Left_Tabasmeaninga shifted
Tah



6.2 CLIENT TO SERVER MESSAGES 20

6.2.6 Pointer Event

Indicateseitherpointermovementor a pointerbutton pressor release.The pointeris
now at (x-position,y-positior), andthe currentstateof buttons1 to 8 arerepresented
by bits O to 7 of button-maskespecirely, 0 meaningup, 1 meaningdown (pressed).

On a corventionalmouse buttonsl, 2 and3 correspondo the left, middle andright
buttonson the mouse. On a wheelmouse eachstepof the wheelupwardsis repre-
sentedby a pressandreleaseof button4, andeachstepdownwardsis representethy
apressandreleaseof button5.

No. of bytes| Type [Value]| Description
1 us 5 messge-type
1 us button-mask
2 Ul6 X-position

2 Ul6 y-position
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6.2.7 ClientCutText

The client hasnew ASCII text in its cut buffer. End of lines arerepresentedby the
linefeed/ newline characte(ASCII value10) alone.No carriage-returfASCII value
13)is needed.

No. of bytes| Type [Value] | Description

1 us 6 messge-type
3 padding
4 U32 length

length U8 array text
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6.3 Server to client messages
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6.3.1 Framebuffer Update

A frameluffer updateconsistof asequencef rectangle®f pixel datawhichtheclient
shouldputinto its framekluffer. It is sentin responsdo a FramehufferUpdateRequest
from theclient. Note thattheremaybe anindefinite periodbetweerthe Frameluffer-

UpdateRequestndthe FramelufferUpdate

No. of bytes | Type [Value]| Description

1 us 0 messge-type

1 padding

2 Ul6 numberof-rectangles

This is followed by numberof-rectanglesrectanglesof pixel data. Eachrectangle

consistsof:
No. of bytes| Type [Value] Description
2 Ul6 X-position
2 Ul6 y-position
2 Ul6 width
2 Ul6 height
4 U32 encoding-type
0 Rawencoding
1 CopyRecencoding
2 RRE encoding
4 CoRREencoding
5 Hextile encoding
16 ZRLE encoding
Oxffffff1l Cursor pseudo-encoding
Oxffffff21 DesktopSizepseudo-encoding
Otherregisteredencodings
6,7,8 zlib, tight, zlibhex
OxffffffO0 to Oxffffff10
Oxffffff12 to Oxffffff20
Oxffffff22 to Oxffffffff | tight options

followed by the pixel datain the specifiedencoding.Seesection6.4 for the format of

the datafor eachencodingandsection6.5for the meaningof pseudo-encodirgg
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6.3.2 SetColourMapEntries

Whenthe pixel formatusesa “colour map”, this messageells theclientthatthe spec-
ified pixel valuesshouldbe mappedo the givenRGB intensities.

No. of bytes| Type [Value]| Description

1 us 1 messge-type

1 padding

2 Ul6 first-colour

2 Ul6 numberof-colouss

followed by numberof-colouss repetitionsof the following:

No. of bytes| Type [Value]| Description
2 Ul6 red

2 ul6 green

2 Ul6 blue
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6.3.3 Bdll

Ring abell ontheclientif it hasone.

No. of bytes

Type [Value]

Description

1

us 2

messge-type

25
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6.34 ServerCutText

The sener hasnew ASCII text in its cut buffer. End of lines arerepresentedy the
linefeed/ newline characte(ASCII value10) alone.No carriage-returfASCII value
13)is needed.

No. of bytes| Type [Value] | Description

1 us 3 messge-type
3 padding
4 U32 length

length U8 array text
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6.4 Encodings
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6.4.1 Raw encoding

Thesimplestencodingypeis raw pixel data.In this casethe dataconsistof width x

height pixel values(wherewidth andheight arethe width andheightof the rectan-
gle). Thevaluessimply representachpixel in left-to-right scanlineorder All RFB
clients mustbe ableto copewith pixel datain this raw encoding,and RFB seners
shouldonly produceraw encodingunlessthe client specificallyasksfor someother
encodingtype.

No. of bytes Type [Value] | Description
width X height x bytesPer Pizel | Pl XEL array pixels
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6.4.2 CopyRect encoding

The CopyRec{copy rectangleencodings avery simpleandefficientencodingwhich
canbe usedwhenthe client alreadyhasthe samepixel dataelsavherein its frame-
buffer. The encodingon the wire simply consistsof an X,Y coordinate.This givesa
positionin theframeluffer from which the client cancopy therectangleof pixel data.
Thiscanbeusedn avarietyof situationsthemostolbviousof whicharewhentheuser
movesa window acrossthe screenandwhenthe contentsof a window arescrolled.
A lessobvious useis for optimisingdrawing of text or otherrepeatingpatterns.An

intelligentsener may be ableto senda patternexplicitly only once,andknowing the
previouspositionof the patternin theframeluffer, sendsubsequerticcurrencesf the
samepatternusingthe CopyRecencoding.

No. of bytes | Type [Value]| Description
2 Ul6 Src-x-position
2 Ul6 src-y-position
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6.4.3 RRE encoding

RRE standdor rise-and-run-lendt encodingandasits nameimplies, it is essentially
atwo-dimensionaanaloguef run-lengthencoding RRE-encodedectanglesrrive at
theclientin aform which canberenderedmmediatelyandefficiently by the simplest
of graphicsengines.RRE s not appropriatfor complex desktopshut canbe useful
in somesituations.

The basicideabehindRRE is the partitioning of a rectangleof pixel datainto rect-
angularsubrgions (subrectanglespachof which consistsof pixels of a singlevalue
andthe union of which compriseghe original rectangularegion. The nearoptimal
partitionof a givenrectanglento suchsubrectangless relatively easyto compute.

The encodingconsistsof a backgroundpixel value, V;, (typically the mostprevalent
pixel valuein therectangleandacountN, followedby alist of V subrectanglegach
of which consistof atuple< v, z, y, w, h > wherev (# V) is the pixel value,(z, y)
arethe coordinateof the subrectangleelative to the top-left cornerof therectangle,
and (w, h) arethe width and heightof the subrectangle.The client canrenderthe
originalrectangleby drawing afilled rectangleof the backgroundixel valueandthen
drawing afilled rectanglecorrespondindgo eachsubrectangle.

Onthewire, thedatabeginswith theheader:

No. of bytes Type [Value] | Description
4 U32 numberof-subectandes
bytesPerPizel | Pl XEL badground-pixelvalue

Thisis followed by numberof-subectandes instance®f the following structure:

No. of bytes Type [Value] | Description
bytesPerPizel | Pl XEL subect-pixel-value
2 Ul6 X-position

2 Ul6 y-position

2 Ul6 width

2 Ul6 height
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6.4.4 CoRRE encoding

Note: the CoRREencodings almostnever useful- Hextile is a betterencodingusing
thesameideas.

CoRRE(CompactRRE)is avariantof RRE,wherewe guarante¢hatthelargestrect-
anglesentis no morethan255x255pixels. A sener which wantsto senda rectangle
larger thanthis simply splitsit up andsendsseveral smallerRFB rectangles.Within
eachof thesesmallerrectanglesa single byte canthen be usedto representhe di-
mension®f thesubrectangled-or atypical desktopthisresultsin bettercompression
thanRRE. In fact, the bestcompressioris achieved whenwe limit the rectanglesize
evenmore- currentimplementationsiseamaximumof 48x48. Thisis becauseectan-
gleswhich do notencodewell (typically thosecontainingimagedata)aresentasraw,
while the oneswhich do encodewell are sentas CoRRE.The smallerthe maximum
rectanglesize,thefiner the granularityof this decision.With RRE,the whole original
rectanglemusteitherbe sentasRRE, or the whole thing sentasraw. However, since
thereis a certainoverheadincurredby eachRFB rectangle, making the maximum
rectanglesizetoo small (andthusincreasinghe numberof RFB rectangles)resultsin
worsecompression.

Thedatabeginswith the header:

No. of bytes Type [Value] | Description
4 u32 numberof-subectandes
bytesPerPizel | Pl XEL badkground-pixelvalue

Thisis followed by numberof-subectandes instance®f thefollowing structure:

No. of bytes Type [Value] | Description
bytesPer Pizel | Pl XEL subkect-pixel-value
1 us X-position

1 U] y-position

1 us width

1 us height
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6.4.5 Hextileencoding

Hextile is a variation on the CoRREidea. Rectanglesare split up into 16x16tiles,
allowing the dimensionsof the subrectangleso be specifiedin 4 bits each, 16 bits
in total. Unlike CORRE,tiles are not top-level RFB rectangles.When splitting the
original rectangleinto tiles this is donein a predeterminedvay. This meanghatthe
positionandsizeof eachtile do not have to be explicitly specified- the encodedton-
tentsof thetiles simply follow oneanotherin the predeterminearder The ordering
of tilesthatwe useis startingatthetop left goingin left-to-right, top-to-bottomorder
If the width of the whole rectangleis not an exact multiple of 16 thenthe width of
thelasttile in eachrow will be correspondinglysmaller Similarly if the heightof the
wholerectangles not anexactmultiple of 16 thenthe heightof eachtile in the final
row will alsobesmaller

Eachtile is eitherencodedasraw pixel data,or asa variationon RRE. Eachtile has
a backgroundpixel value, as before. However, the backgroundixel value doesnot
needto beexplicitly specifiedfor agiventile if it is thesameasthebackgroundf the
previoustile. If all of thesubrectanglesf atile have the samepixel value,this canbe
specifiedonceasa foregroundpixel valuefor thewholetile. As with thebackground,
the foregroundpixel valuecanbe left unspecifiedmeaningt is carriedover from the
previoustile.

Sothedataconsistsof eachtile encodedn order Eachtile beginswith asubencoding
type byte,whichis amaskmadeup of a numberof bits:

No. of bytes| Type [Value]| Description

1 us subencoding-mask
1 Raw

2 BackgroundSpecified
4 ForegroundSpecified
8 AnySubrects

16 SubrectsColoured

If the Raw bit is setthenthe other bits areirrelevant; width x height pixel values
follow (wherewidth andheight arethewidth andheightof thetile). Otherwisethe
otherbitsin the maskareasfollows:

BackgroundSpecified if set,a pixel valuefollows which specifieshe background
colourfor thistile:

No. of bytes Type [Value] | Description
bytesPer Pizel | Pl XEL badground-pixelvalue

Thefirstnon-rav tile in arectanglemusthave thisbit set.If thisbit isn't setthen
thebackgrounds the sameasthelasttile.

ForegroundSpecified if set,a pixel valuefollows which specifiesthe foreground
colourto beusedfor all subrectangles thistile:
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No. of bytes Type [Value] | Description
bytesPerPizel | Pl XEL foreground-pixel-alue

If this bit is setthenthe SubrectsColourebdit mustbe zero.

AnySubrects- if set,a single byte follows giving the numberof subrectangle$ol-

lowing:
No. of bytes| Type [Value] | Description
1 us numberof-subectargles

If notset,thereareno subrectangle6.e. thewholetile is justsolid background
colour).

SubrectsColoured if settheneachsubrectanglés precededy a pixel valuegiving
the colourof thatsubrectanglesoa subrectanglés:

No. of bytes Type [Value] | Description
bytesPerPizel | Pl XEL subect-pixel-value
1 U] x-and-y-position

1 us width-and-height

If not set,all subrectangleare the samecolour, the foregroundcolour; if the
ForegroundSpecifiedbit wasnt setthenthe foregroundis the sameasthe last
tile. A subrectanglés:

No. of bytes

Type [Value]

Description

1
1

us
us

x-and-y-position
width-and-height

The positionandsize of eachsubrectanglés specifiedin two bytes,x-and-y-position
andwidth-and-heightThe most-significanfour bits of x-and-y-positiorspecifythe X
position,the least-significanspecifythe Y position. The most-significanfour bits of
width-and-heighspecifythewidth minusone,theleast-significanspecifythe height

minusone.
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6.4.6 ZRLE encoding

ZRLE standdor Zlib! Run-LengthEncoding,andcombineszlib compressiontiling,
palettisatiorandrun-lengthencoding.On thewire, the rectanglebeginswith a 4-byte
lengthfield, andis followedby thatmary bytesof zlib-compressedata.A singlezlib
“stream” objectis usedfor a given RFB protocolconnectionsothatZRLE rectangles
mustbeencodedanddecodedstrictly in order

No. of bytes| Type [Value] | Description
4 u32 length
length U8 array zlibData

The zlibData whenuncompressedepresentdiles of 64x64 pixels in left-to-right,
top-to-bottomorder similar to hextile. If the width of the rectangleis not an exact
multiple of 64 thenthewidth of thelasttile in eachrow is smaller andif the heightof
therectangles not anexactmultiple of 64 thenthe heightof eachtile in thefinal row
is smaller

ZRLE malkesuseof a new type CPI XEL (compressegixel). Thisis the sameasa
Pl XEL for the agreedpixel format, exceptwheretrue-colourflag is non-zero,bits-
per-pixel is 32, depthis 24 or lessandall of the bits making up the red, greenand
blueintensitiedit in eithertheleastsignificant3 bytesor the mostsignificant3 bytes.
In this casea CPI XEL is only 3 byteslong, and containsthe leastsignificantor the
mostsignificant3 bytesasappropriate bytes PerC Pizel is the numberof bytesin a
CPI XEL.

Eachtile beginswith a subencoding typebyte. Thetop bit of this byteis setif thetile
hasbeenrun-lengthencodedglearotherwise.The bottomseven bits indicatethe size
of thepaletteused- zeromeanao palette onemeanghatthetile is of asinglecolour,
2 to 127indicatea paletteof thatsize. The possiblevaluesof subencoding are:

0 - Raw pixel data. width x height pixel valuesfollow (wherewidth andheight
arethewidth andheightof thetile):

No. of bytes Type [Value] | Description

width x height x bytesPerC Pizel | CPl XEL array pizels

1 - A solidtile consistingof a singlecolour. The pixel valuefollows:

No. of bytes Type [Value] | Description
bytesPerC Pixzel | CPl XEL pizelValue

2 to 16 - Pacled palettetypes.Followed by the palette consistingof paletteSize(=
subencoding) pixel values. Thenthe pacled pixels follow, eachpixel repre-
sentedasa bit field yielding anindex into the palette(0 meaninghefirst palette

seehttp:/iwww.gzip.og/zlib/
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entry). For paletteSize 2, a 1-bit field is used,for paletteSize 3 or 4 a 2-bit
field is usedandfor paletteSize from 5to 16 a4-bit field is used.Thebit fields
arepacled into bytes,the mostsignificantbits representinghe leftmost pixel
(i.e. big endian).For tiles nota multiple of 8, 4 or 2 pixelswide (asappropri-
ate),paddingbits areusedto align ead row to anexactnumberof bytes.

No. of bytes Type [Value] | Description
paletteSize x bytesPerCPizel | CPl XEL array palette
m U8 array packedPizels

wherem is thenumberof bytesrepresentinghepacledpixels. For paletteSize

of 2 thisis floor((width + 7)/8) x height, for paletteSize of 3 or 4 thisis

floor ((width+3)/4) x height, for paletteSize of 5to 16thisis floor ((width+
1)/2) x height.

17to 127 - unusedno adwantageover paletteRLE).

128- PlainRLE. Consistsof a numberof runs,repeatedintil thetile is done.Runs
may continuefrom the end of onerow to the beginning of the next. Eachrun
is arepresentedby a single pixel valuefollowed by the lengthof therun. The
lengthis representedsoneor morebytes.Thelengthis calculatedasonemore
thanthe sumof all the bytesrepresentinghelength. Any bytevalueotherthan
255indicatesthefinal byte. Sofor examplelengthl is representeds|[0], 255
as[254], 256 as[255,0], 257 as[255,1], 510 as[255,254],511 as[255,255,0]

andsoon.
No. of bytes Type [Value] | Description
bytesPerC Pixel CPI XEL pizelValue
floor((runLength — 1)/255) | U8 array ~ 255
1 us (runLength — 1)%255
129- unused

130 to 255 - Palette RLE. Followed by the palette,consistingof paletteSize =
(subencoding — 128) pixel values:

No. of bytes Type [Value] | Description
paletteSize x bytesPerC Pizel | CPl XEL array palette

Thenaswith plain RLE, consistsof a numberof runs,repeatedintil thetile is
done.A run of lengthoneis representedimply by a paletteindex:

No. of bytes| Type [Value] | Description
1 us paletteIndex
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A run of lengthmorethanoneis representetty a paletteindex with thetop bit

set,followed by thelengthof therun asfor plain RLE.

No. of bytes Type [Value] | Description

1 us paletteIndex + 128
floor((runLength — 1)/255) | U8 array 255

1 us (runLength — 1)%255
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6.5.1 Cursor pseudo-encoding

A clientwhich requestghe Cursor pseudo-encoding declaringthatit is capableof
drawving amousecursorlocally. This cansignificantlyimprove percevedperformance
over slow links. The sener setsthe cursorshapeby sendinga pseudo-rectangieith
the Cursor pseudo-encodingspart of an update. The pseudo-rectangleX-position
andy-positionindicatethe hotspotof the cursor and width and heightindicatethe
width andheightof the cursorin pixels. The dataconsistsof width x height pixel
valuesfollowed by a bitmask. The bitmask consistsof left-to-right, top-to-bottom
scanlineswhereeachscanlineis paddedo a whole numberof bytes floor ((width +
7)/8). Within eachbyte the mostsignificantbit representshe leftmostpixel, with a
1-bit meaningthe correspondingixel in the cursoris valid.

No. of bytes Type [Value] | Description
width x height x bytesPerPizel | Pl XEL array cursor-pixels
floor((width + 7)/8) * height U8 array bitmask
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6.5.2 DesktopSize pseudo-encoding

A clientwhichrequestsheDesktopSizpseudo-encoding declaringthatit is capable
of copingwith a changein the frameluffer width and/orheight. The sener changes
thedesktopsizeby sendingapseudo-rectangleith the DesktopSizeseudo-encoding
aspartof anupdate.Thepseudo-rectanglex-positionandy-positionareignored,and
width and heightindicatethe new width and heightof the frametuffer. Thereis no
furtherdataassociatedvith the pseudo-rectangle.



