
TheRFB Protocol

TristanRichardson
RealVNCLtd

(formerlyof Olivetti ResearchLtd / AT&T LabsCambridge)
�

Version3.7
12August2003

Contents

1 Introduction 3

2 Display Protocol 3

3 Input Protocol 4

4 Representation of pixel data 4

5 Protocol extensions 5

6 Protocol Messages 5

6.1 Initial HandshakingMessages . . . . . . . . . . . . . . . . . . . . . 6

6.1.1 ProtocolVersion. . . . . . . . . . . . . . . . . . . . . . . . . 7

6.1.2 Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

6.1.3 ClientInitialisation . . . . . . . . . . . . . . . . . . . . . . . 10

6.1.4 ServerInitialisation . . . . . . . . . . . . . . . . . . . . . . . 11

6.2 Client to server messages. . . . . . . . . . . . . . . . . . . . . . . . 13

6.2.1 SetPixelFormat . . . . . . . . . . . . . . . . . . . . . . . . . 14

6.2.2 FixColourMapEntries . . . . . . . . . . . . . . . . . . . . . 15

6.2.3 SetEncodings. . . . . . . . . . . . . . . . . . . . . . . . . . 16

6.2.4 FramebufferUpdateRequest. . . . . . . . . . . . . . . . . . 17

6.2.5 KeyEvent . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
�
JamesWeatherall,Andy HarterandKenWoodalsohelpedin thedesignof theRFB protocol

1



CONTENTS 2

6.2.6 PointerEvent . . . . . . . . . . . . . . . . . . . . . . . . . . 20

6.2.7 ClientCutText . . . . . . . . . . . . . . . . . . . . . . . . . . 21

6.3 Server to clientmessages. . . . . . . . . . . . . . . . . . . . . . . . 22

6.3.1 FramebufferUpdate. . . . . . . . . . . . . . . . . . . . . . . 23

6.3.2 SetColourMapEntries. . . . . . . . . . . . . . . . . . . . . . 24

6.3.3 Bell . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

6.3.4 ServerCutText . . . . . . . . . . . . . . . . . . . . . . . . . 26

6.4 Encodings. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

6.4.1 Raw encoding. . . . . . . . . . . . . . . . . . . . . . . . . . 28

6.4.2 CopyRectencoding. . . . . . . . . . . . . . . . . . . . . . . 29

6.4.3 RREencoding . . . . . . . . . . . . . . . . . . . . . . . . . 30

6.4.4 CoRREencoding. . . . . . . . . . . . . . . . . . . . . . . . 31

6.4.5 Hextile encoding . . . . . . . . . . . . . . . . . . . . . . . . 32

6.4.6 ZRLE encoding. . . . . . . . . . . . . . . . . . . . . . . . . 34

6.5 Pseudo-encodings. . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

6.5.1 Cursorpseudo-encoding. . . . . . . . . . . . . . . . . . . . 38

6.5.2 DesktopSizepseudo-encoding. . . . . . . . . . . . . . . . . 39



1 INTRODUCTION 3

1 Introduction

RFB (“ remoteframebuffer”) is a simpleprotocolfor remoteaccessto graphicaluser
interfaces.Becauseit worksat theframebuffer level it is applicableto all windowing
systemsandapplications,includingX11, Windows 3.1/95/NTandMacintosh.

Theremoteendpointwheretheusersits(i.e. thedisplaypluskeyboardand/orpointer)
is called the RFB client. The endpointwherechangesto the framebuffer originate
(i.e. thewindowing systemandapplications)is known astheRFBserver.

RFB Server RFB Client

RFB
Protocol

RFB is truly a “thin client” protocol.Theemphasisin thedesignof theRFB protocol
is to make very few requirementsof the client. In this way, clients canrun on the
widestrangeof hardware,andthetaskof implementinga client is madeassimpleas
possible.

Theprotocolalsomakestheclientstateless.If aclientdisconnectsfrom agivenserver
andsubsequentlyreconnectsto thatsameserver, thestateof theuserinterfaceis pre-
served. Furthermore,a differentclient endpointcanbe usedto connectto the same
RFB server. At the new endpoint,the userwill seeexactly the samegraphicaluser
interfaceas at the original endpoint. In effect, the interface to the user’s applica-
tionsbecomescompletelymobile. Wherever suitablenetwork connectivity exists,the
usercanaccesstheir own personalapplications,andthestateof theseapplicationsis
preserved betweenaccessesfrom different locations. This provides the userwith a
familiar, uniformview of thecomputinginfrastructurewherever they go.

2 Display Protocol

The display side of the protocol is basedarounda single graphicsprimitive: “put
a rectangleof pixel data at a given x,y position”. At first glancethis might seem
an inefficient way of drawing many userinterfacecomponents.However, allowing
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variousdifferentencodingsfor the pixel datagivesus a large degreeof flexibility in
how to tradeoff variousparameterssuchasnetwork bandwidth,client drawing speed
andserver processingspeed.

A sequenceof theserectanglesmakesa framebuffer update(or simply update). An
updaterepresentsa changefrom onevalid framebuffer stateto another, so in some
waysis similar to a frameof video. The rectanglesin an updateareusuallydisjoint
but this is notnecessarilythecase.

The updateprotocol is demand-driven by the client. That is, an updateis only sent
from the server to the client in responseto an explicit requestfrom the client. This
givestheprotocolanadaptive quality. Theslower theclient andthenetwork are,the
lower therateof updatesbecomes.With typicalapplications,changesto thesamearea
of the framebuffer tendto happensoonafter oneanother. With a slow client and/or
network, transientstatesof the framebuffer canbe ignored,resultingin lessnetwork
traffic andlessdrawing for theclient.

3 Input Protocol

Theinput sideof theprotocolis basedon astandardworkstationmodelof akeyboard
andmulti-button pointing device. Input eventsaresimply sentto the server by the
client whenever the userpressesa key or pointer button, or whenever the pointing
device is moved. Theseinput eventscanalsobesynthesisedfrom othernon-standard
I/O devices.For example,apen-basedhandwritingrecognitionenginemightgenerate
keyboardevents.

4 Representation of pixel data

Initial interactionbetweentheRFB client andserver involvesa negotiationof the for-
mat andencodingwith which pixel datawill be sent. This negotiationhasbeende-
signedto make the job of the client aseasyaspossible.The bottomline is that the
server mustalwaysbeableto supplypixel datain theform theclient wants.However
if theclient is ableto copeequallywith severaldifferentformatsor encodings,it may
chooseonewhich is easierfor theserver to produce.

Pixel format refersto the representationof individual coloursby pixel values. The
mostcommonpixel formatsare24-bit or 16-bit “true colour”, wherebit-fieldswithin
the pixel valuetranslatedirectly to red, greenandblue intensities,and8-bit “colour
map” wherean arbitrarymappingcanbe usedto translatefrom pixel valuesto the
RGB intensities.

Encodingrefersto how arectangleof pixel datawill besentonthewire. Everyrectan-
gleof pixel datais prefixedby aheadergiving theX,Y positionof therectangleonthe
screen,thewidth andheightof therectangle,andanencodingtypewhichspecifiesthe
encodingof thepixel data.Thedataitself thenfollows usingthespecifiedencoding.



5 PROTOCOLEXTENSIONS 5

5 Protocol extensions

The protocol can be extendedby addingnew encodingtypes. The encodingtypes
definedatpresentareRaw, CopyRect, RRE, CoRRE, Hextile andZRLE. In practicewe
normallyuseonly theZRLE, Hextile andCopyRectencodingssincethey provide the
bestcompressionfor typicaldesktops.

In additionto genuineencodings,a client canrequesta “pseudo-encoding”to declare
to theserver that it supportsa certainextensionto theprotocol. A server which does
notsupporttheextensionwill simplyignorethepseudo-encoding.Notethatthismeans
theclientmustassumethattheserverdoesnotsupporttheextensionuntil it getssome
extension-specificconfirmationfrom theserver.

It is importantthat differentencodingandpseudo-encodingtypesdo not clash. To
avoid suchproblems,RFB protocolversionsandencodingtypesaremaintainedby
RealVNCLtd.

Seesection6.4for adescriptionof eachof theencodingsandsection6.5for adescrip-
tion of currentpseudo-encodings.

6 Protocol Messages

TheRFBprotocolcanoperateoverany reliabletransport,eitherbyte-streamormessage-
based.Therearetwo stagesto theprotocol;aninitial handshakingphasefollowedby
thenormalprotocolinteraction.

Theinitial handshakingconsistsof ProtocolVersion, Security, ClientInitialisationand
ServerInitialisation messages,as describedbelow. Note that both client andserver
sendaProtocolVersionmessage.

The protocol proceedsto the normal interactionstageafter the ServerInitialisation
message.At this stage,the client cansendwhichever messagesit wants,andmay
receivemessagesfrom theserverasaresult.All thesemessagesbegin with amessage-
typebyte,followedby any message-specificdata.

The following descriptionsof protocolmessagesusethe basictypesU8, U16, U32,
S8, S16, S32. Theserepresentrespectively 8, 16 and32-bit unsignedintegersand
8, 16 and32-bit signedintegers. All multiple byte integers(other thanpixel values
themselves)arein big endianorder(mostsignificantbytefirst).

The typePIXEL is taken to meana pixel valueof
�������
	��
�������������

bytes,where �����������	
����������� ���
is the numberof bits-per-pixel asagreedby the client andserver –

eitherin theServerInitialisation message(section6.1.4)or a SetPixelFormatmessage
(section6.2.1).
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6.1 Initial Handshaking Messages
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6.1.1 ProtocolVersion

Handshakingbeginsby theserver sendingtheclient a ProtocolVersionmessage.This
lets theclient know which is thehighestRFB protocolversionnumbersupportedby
theserver. Theclient thenreplieswith asimilarmessagegiving theversionnumberof
theprotocolwhich shouldactuallybeused(which maybedifferentto thatquotedby
theserver). A client shouldnever requesta protocolversionhigherthanthatoffered
by the server. It is intendedthat both clientsandserversmay provide somelevel of
backwardscompatibilityby thismechanism.

The only publishedprotocol versionsat this time are 3.3 and 3.7 (version3.5 was
wrongly reportedby someclients,but this shouldbeinterpretedby all serversas3.3).
Addition of anew encodingor pseudo-encodingtypedoesnotusuallyrequireachange
in protocolversion,sinceaservercansimply ignoreencodingsit doesnotunderstand.

The ProtocolVersion messageconsistsof 12 bytesinterpretedas a string of ASCII
charactersin theformat"RFB xxx.yyy\n" wherexxx andyyy arethemajorand
minor versionnumbers,paddedwith zeros.

No. of bytes Value
12 "RFB 003.003\n" (hex 5246 42 2030 3033 2e3030 33 0a)

or

No. of bytes Value
12 "RFB 003.007\n" (hex 5246 42 2030 3033 2e3030 37 0a)
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6.1.2 Security

Oncethe protocolversionhasbeendecided,the server andclient mustagreeon the
typeof securityto beusedon theconnection.

Version 3.7 Theserver lists thesecuritytypeswhich it supports:

No. of bytes Type [Value] Description
1 U8 number-of-security-types
number-of-security-types U8 array security-types

If the server listed at leastonevalid securitytype supportedby the client, the
client sendsbacka singlebyte indicatingwhich securitytype is to be usedon
theconnection:

No. of bytes Type [Value] Description
1 U8 security-type

If number-of-security-types is zero,thenfor somereasontheconnectionfailed
(e.g. theserver cannotsupportthe desiredprotocolversion). This is followed
by astringdescribingthereason(whereastringis specifiedasalengthfollowed
by thatmany ASCII characters):

No. of bytes Type [Value] Description
4 U32 reason-length
reason-length U8 array reason-string

Theserver closestheconnectionaftersendingthereason-string.

Version 3.3 Theserver decidesthesecuritytypeandsendsasingleword:

No. of bytes Type [Value] Description
4 U32 security-type

Thesecurity-typemayonly take thevalue0, 1 or 2. A valueof 0 meansthatthe
connectionhasfailedandis followedby astringgiving thereason,asdescribed
above.

Oncethesecurity-typehasbeendecided,dataspecificto thatsecurity-typefollows:

! none(1) - no authenticationis neededandprotocoldatais to besentunencryp-
tyed.Theprotocolcontinueswith theClientInitialisationmessage.

! VNC authentication(2) - VNC authenticationis to beusedandprotocoldatais
to besentunencryptyed.Theserver sendsa random16-bytechallenge:
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No. of bytes Type [Value] Description
16 U8 challenge

The client encryptsthechallengewith DES,usinga password suppliedby the
userasthekey, andsendstheresulting16-byteresponse:

No. of bytes Type [Value] Description
16 U8 response

The server sendsa word to inform the client whetherauthenticationwassuc-
cessful. If so, the protocolcontinueswith the ClientInitialisation message;if
not theserver closestheconnection:

No. of bytes Type [Value] Description
4 U32 status:

0 OK
1 failed
2 too-many(no longerused)
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6.1.3 ClientInitialisation

Oncetheclient andserver aresurethat they’re happy to talk to oneanotherusingthe
agreedsecuritytype,theclient sendsaninitialisationmessage:

No. of bytes Type [Value] Description
1 U8 shared-flag

Shared-flag is non-zero(true) if theserver shouldtry to sharethedesktopby leaving
otherclientsconnected,zero(false)if it shouldgive exclusive accessto this client by
disconnectingall otherclients.
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6.1.4 ServerInitialisation

After receiving theClientInitialisationmessage,theserver sendsa ServerInitialistion
message.This tells theclient thewidth andheightof theserver’s framebuffer, its pixel
formatandthenameassociatedwith thedesktop:

No. of bytes Type [Value] Description
2 U16 framebuffer-width
2 U16 framebuffer-height
16 PIXEL_FORMAT server-pixel-format
4 U32 name-length
name-length U8 array name-string

wherePIXEL_FORMAT is

No. of bytes Type [Value] Description
1 U8 bits-per-pixel
1 U8 depth
1 U8 big-endian-flag
1 U8 true-colour-flag
2 U16 red-max
2 U16 green-max
2 U16 blue-max
1 U8 red-shift
1 U8 green-shift
1 U8 blue-shift
3 padding

Server-pixel-formatspecifiestheserver’s naturalpixel format. This pixel formatwill
beusedunlesstheclient requestsadifferentformatusingtheSetPixelFormatmessage
(section6.2.1).

Bits-per-pixel is thenumberof bits usedfor eachpixel valueon thewire. This must
be greaterthanor equalto the depthwhich is the numberof usefulbits in the pixel
value.Currentlybits-per-pixel mustbe8, 16 or 32 — lessthan8-bit pixelsarenot yet
supported.Big-endian-flag is non-zero(true)if multi-bytepixelsareinterpretedasbig
endian.Of coursethis is meaninglessfor 8 bits-per-pixel.

If true-colour-flag is non-zero(true) thenthelastsix itemsspecifyhow to extract the
red, greenand blue intensitiesfrom the pixel value. Red-maxis the maximumred
value( "$#&%
')( where* is thenumberof bitsusedfor red).Notethisvalueis always
in big endianorder. Red-shiftis thenumberof shiftsneededto get theredvaluein a
pixel to the leastsignificantbit. Green-max, green-shiftandblue-max, blue-shiftare
similar for greenandblue.For example,to find theredvalue(between0 andred-max)
from a givenpixel, do thefollowing:

+ Swapthepixel valueaccordingto big-endian-flag (e.g.if big-endian-flag is zero
(false)andhostbyteorderis big endian,thenswap).
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, Shift right by red-shift.

, AND with red-max(in hostbyteorder).

If true-colour-flag is zero(false)thentheserverusespixel valueswhicharenotdirectly
composedfrom the red,greenandblue intensities,but which serve asindicesinto a
colourmap.Entriesin thecolourmaparesetby theserverusingtheSetColourMapEn-
triesmessage(section6.3.2).
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6.2 Client to server messages
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6.2.1 SetPixelFormat

Setstheformatin which pixel valuesshouldbesentin FramebufferUpdatemessages.
If theclientdoesnotsendaSetPixelFormatmessagethentheserversendspixel values
in its naturalformatasspecifiedin theServerInitialisation message(section6.1.4).

If true-colour-flag is zero(false)thenthis indicatesthata “colour map” is to beused.
Theservercansetany of theentriesin thecolourmapusingtheSetColourMapEntries
message(section6.3.2). Immediatelyafter theclient hassentthis messagethecolour
mapis empty, evenif entrieshadpreviously beensetby theserver.

No. of bytes Type [Value] Description
1 U8 0 message-type
3 padding
16 PIXEL_FORMAT pixel-format

wherePIXEL_FORMAT is asdescribedin section6.1.4:

No. of bytes Type [Value] Description
1 U8 bits-per-pixel
1 U8 depth
1 U8 big-endian-flag
1 U8 true-colour-flag
2 U16 red-max
2 U16 green-max
2 U16 blue-max
1 U8 red-shift
1 U8 green-shift
1 U8 blue-shift
3 padding
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6.2.2 FixColourMapEntries

Thismessageno longerexists. It usedto bemessage-typeone.
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6.2.3 SetEncodings

Setstheencodingtypesin whichpixel datacanbesentby theserver. Theorderof the
encodingtypesgivenin thismessageis ahint by theclientasto its preference(thefirst
encodingspecifiedbeingmostpreferred).Theserver mayor maynot chooseto make
useof this hint. Pixel datamayalwaysbesentin raw encodingeven if not specified
explicitly here.

In additionto genuineencodings,a client canrequest“pseudo-encodings” to declare
to theserver thatit supportscertainextensionsto theprotocol.A serverwhichdoesnot
supportthe extensionwill simply ignorethe pseudo-encoding.Note that this means
theclientmustassumethattheserverdoesnotsupporttheextensionuntil it getssome
extension-specificconfirmationfrom theserver.

Seesection6.4 for the format of the datafor eachencodingandsection6.5 for the
meaningof pseudo-encodings.

No. of bytes Type [Value] Description
1 U8 2 message-type
1 padding
2 U16 number-of-encodings

followedby number-of-encodings repetitionsof thefollowing:

No. of bytes Type [Value] Description
4 U32 encoding-type

0 Rawencoding
1 CopyRectencoding
2 RRE encoding
4 CoRREencoding
5 Hextile encoding
16 ZRLE encoding

0xffffff11 Cursorpseudo-encoding
0xffffff21 DesktopSizepseudo-encoding

Otherregisteredencodings

6,7,8 zlib, tight, zlibhex
0xffffff00 to 0xffffff10
0xffffff12 to 0xffffff20
0xffffff22 to 0xffffffff tight options
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6.2.4 FramebufferUpdateRequest

Notifies theserver that theclient is interestedin theareaof theframebuffer specified
by x-position, y-position, width andheight. Theserver usuallyrespondsto a Frame-
bufferUpdateRequestby sendinga FramebufferUpdate. Note however that a single
FramebufferUpdatemaybesentin reply to severalFramebufferUpdateRequests.

Theserverassumesthattheclientkeepsacopy of all partsof theframebuffer in which
it is interested.This meansthat normally the server only needsto sendincremental
updatesto theclient.

However, if for somereasontheclienthaslost thecontentsof aparticularareawhichit
needs,thentheclient sendsaFramebufferUpdateRequestwith incrementalsetto zero
(false). This requeststhat theserver sendthe entirecontentsof thespecifiedareaas
soonaspossible.Theareawill notbeupdatedusingtheCopyRectencoding.

If the client hasnot lost any contentsof the areain which it is interested,then it
sendsa FramebufferUpdateRequestwith incrementalset to non-zero(true). If and
whentherearechangesto thespecifiedareaof theframebuffer, theserver will senda
FramebufferUpdate. Note that theremaybean indefiniteperiodbetweentheFrame-
bufferUpdateRequestandtheFramebufferUpdate.

In thecaseof a fastclient, theclient may want to regulatethe rateat which it sends
incrementalFramebufferUpdateRequests to avoid hoggingthenetwork.

No. of bytes Type [Value] Description
1 U8 3 message-type
1 U8 incremental
2 U16 x-position
2 U16 y-position
2 U16 width
2 U16 height



6.2 CLIENT TO SERVER MESSAGES 18

6.2.5 KeyEvent

A key pressor release.Down-flag is non-zero(true) if the key is now pressed,zero
(false) if it is now released. The key itself is specifiedusing the “keysym” values
definedby theX Window System.

No. of bytes Type [Value] Description
1 U8 4 message-type
1 U8 down-flag
2 padding
4 U32 key

For mostordinarykeys, the“keysym” is thesameasthecorrespondingASCII value.
For full details,seeTheXlib ReferenceManual,publishedby O’Reilly & Associates,
or seetheheaderfile <X11/keysymdef.h> from any X Window Systeminstalla-
tion. Someothercommonkeys are:

Key name Keysymvalue
BackSpace 0xff08
Tab 0xff09
Returnor Enter 0xff0d
Escape 0xff1b
Insert 0xff63
Delete 0xffff
Home 0xff50
End 0xff57
PageUp 0xff55
PageDown 0xff56
Left 0xff51
Up 0xff52
Right 0xff53
Down 0xff54

Key name Keysymvalue
F1 0xffbe
F2 0xffbf
F3 0xffc0
F4 0xffc1
... ...
F12 0xffc9
Shift (left) 0xffe1
Shift (right) 0xffe2
Control(left) 0xffe3
Control(right) 0xffe4
Meta(left) 0xffe7
Meta(right) 0xffe8
Alt (left) 0xffe9
Alt (right) 0xffea

Theinterpretationof keysymsis acomplex area.In orderto beaswidely interoperable
aspossiblethefollowing guidelinesshouldbeused:

- The“shift state”(i.e. whethereitherof theShift keysymsaredown) shouldonly
beusedasa hint wheninterpretinga keysym. For example,on a US keyboard
the ’#’ characteris shifted,but on a UK keyboardit is not. A server with a US
keyboardreceiving a ’#’ characterfrom a client with a UK keyboardwill not
have beensentany shift presses.In this case,it is likely that the server will
internally needto “f ake” a shift presson its local system,in orderto get a ’#’
characterandnot, for example,a ’3’.

- The differencebetweenupperand lower casekeysymsis significant. This is
unlike someof thekeyboardprocessingin theX Window Systemwhich treats
them as the same. For example,a server receiving an uppercase’A’ keysym



6.2 CLIENT TO SERVER MESSAGES 19

withoutany shift pressesshouldinterpretit asanuppercase’A’. Again thismay
involve aninternal“f ake” shift press.

. Serversshouldignore“lock” keysymssuchasCapsLockandNumLockwhere
possible.Insteadthey shouldinterpreteachcharacter-basedkeysym according
to its case.

. Unlike Shift, thestateof modifierkeys suchasControlandAlt shouldbetaken
asmodifyingtheinterpretationof otherkeysyms.Notethattherearenokeysyms
for ASCII controlcharacterssuchasctrl-a - theseshouldbegeneratedby view-
erssendingaControlpressfollowedby an’a’ press.

. On a viewer wheremodifierslike ControlandAlt canalsobeusedto generate
character-basedkeysyms,the viewer may needto sendextra “release”events
in orderthatthekeysymis interpretedcorrectly. For example,on a GermanPC
keyboard,ctrl-alt-qgeneratesthe’@’ character. In thiscase,theviewerneedsto
send“f ake” releaseeventsfor ControlandAlt in orderthatthe’@’ characteris
interpretedcorrectly(ctrl-alt-@is likely to meansomethingcompletelydifferent
to theserver).

. Thereis no universalstandardfor “backward tab” in the X Window System.
On somesystemsshift+tabgivesthekeysym“ISO Left Tab”, onothersit gives
a private“BackTab” keysym andon othersit gives“Tab” andapplicationstell
from theshift statethat it meansbackward-tabratherthanforward-tab. In the
RFBprotocolthelatterapproachis preferred.Viewersshouldgenerateashifted
Tab ratherthanISO Left Tab. However, to be backwards-compatiblewith ex-
istingviewers,serversshouldalsorecogniseISO Left Tabasmeaningashifted
Tab.
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6.2.6 PointerEvent

Indicateseitherpointermovementor a pointerbuttonpressor release.Thepointeris
now at (x-position,y-position), andthecurrentstateof buttons1 to 8 arerepresented
by bits0 to 7 of button-maskrespectively, 0 meaningup,1 meaningdown (pressed).

On a conventionalmouse,buttons1, 2 and3 correspondto the left, middleandright
buttonson the mouse.On a wheelmouse,eachstepof the wheelupwardsis repre-
sentedby a pressandreleaseof button4, andeachstepdownwardsis representedby
apressandreleaseof button5.

No. of bytes Type [Value] Description
1 U8 5 message-type
1 U8 button-mask
2 U16 x-position
2 U16 y-position
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6.2.7 ClientCutText

The client hasnew ASCII text in its cut buffer. End of lines arerepresentedby the
linefeed/ newline character(ASCII value10)alone.No carriage-return(ASCII value
13) is needed.

No. of bytes Type [Value] Description
1 U8 6 message-type
3 padding
4 U32 length
length U8 array text
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6.3 Server to client messages
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6.3.1 FramebufferUpdate

A framebuffer updateconsistsof asequenceof rectanglesof pixel datawhichtheclient
shouldput into its framebuffer. It is sentin responseto a FramebufferUpdateRequest
from theclient. NotethattheremaybeanindefiniteperiodbetweentheFramebuffer-
UpdateRequestandtheFramebufferUpdate.

No. of bytes Type [Value] Description
1 U8 0 message-type
1 padding
2 U16 number-of-rectangles

This is followed by number-of-rectanglesrectanglesof pixel data. Eachrectangle
consistsof:

No. of bytes Type [Value] Description
2 U16 x-position
2 U16 y-position
2 U16 width
2 U16 height
4 U32 encoding-type:

0 Rawencoding
1 CopyRectencoding
2 RRE encoding
4 CoRREencoding
5 Hextile encoding
16 ZRLE encoding

0xffffff11 Cursorpseudo-encoding
0xffffff21 DesktopSizepseudo-encoding

Otherregisteredencodings

6,7,8 zlib, tight, zlibhex
0xffffff00 to 0xffffff10
0xffffff12 to 0xffffff20
0xffffff22 to 0xffffffff tight options

followedby thepixel datain thespecifiedencoding.Seesection6.4 for theformatof
thedatafor eachencodingandsection6.5 for themeaningof pseudo-encodings.
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6.3.2 SetColourMapEntries

Whenthepixel formatusesa “colour map”, thismessagetells theclient thatthespec-
ified pixel valuesshouldbemappedto thegivenRGB intensities.

No. of bytes Type [Value] Description
1 U8 1 message-type
1 padding
2 U16 first-colour
2 U16 number-of-colours

followedby number-of-colours repetitionsof thefollowing:

No. of bytes Type [Value] Description
2 U16 red
2 U16 green
2 U16 blue
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6.3.3 Bell

Ring abell on theclient if it hasone.

No. of bytes Type [Value] Description
1 U8 2 message-type
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6.3.4 ServerCutText

The server hasnew ASCII text in its cut buffer. End of lines arerepresentedby the
linefeed/ newline character(ASCII value10)alone.No carriage-return(ASCII value
13) is needed.

No. of bytes Type [Value] Description
1 U8 3 message-type
3 padding
4 U32 length
length U8 array text
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6.4 Encodings
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6.4.1 Raw encoding

Thesimplestencodingtypeis raw pixel data.In thiscasethedataconsistsof /103254�687
6:9�0<;�6=4 pixel values(where /103254�6 and 6:9�0<;�6>4 arethewidth andheightof therectan-
gle). Thevaluessimply representeachpixel in left-to-right scanlineorder. All RFB
clientsmustbe able to copewith pixel datain this raw encoding,andRFB servers
shouldonly produceraw encodingunlessthe client specificallyasksfor someother
encodingtype.

No. of bytes Type [Value] Description
/?0@254�6A7A6B9�0<;C6>4D7AE�F�4�9
G�H�9�I�H�0�J 9�K PIXEL array pixels
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6.4.2 CopyRect encoding

TheCopyRect(copy rectangle)encodingis averysimpleandefficientencodingwhich
canbe usedwhenthe client alreadyhasthe samepixel dataelsewherein its frame-
buffer. Theencodingon thewire simply consistsof anX,Y coordinate.This givesa
positionin theframebuffer from which theclient cancopy therectangleof pixel data.
Thiscanbeusedin avarietyof situations,themostobviousof whicharewhentheuser
movesa window acrossthescreen,andwhenthecontentsof a window arescrolled.
A lessobvious useis for optimisingdrawing of text or otherrepeatingpatterns.An
intelligentserver maybeableto senda patternexplicitly only once,andknowing the
previouspositionof thepatternin theframebuffer, sendsubsequentoccurrencesof the
samepatternusingtheCopyRectencoding.

No. of bytes Type [Value] Description
2 U16 src-x-position
2 U16 src-y-position
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6.4.3 RRE encoding

RREstandsfor rise-and-run-length encodingandasits nameimplies,it is essentially
atwo-dimensionalanalogueof run-lengthencoding.RRE-encodedrectanglesarriveat
theclient in a form whichcanberenderedimmediatelyandefficiently by thesimplest
of graphicsengines.RREis not appropriatefor complex desktops,but canbeuseful
in somesituations.

The basicideabehindRRE is the partitioningof a rectangleof pixel datainto rect-
angularsubregions(subrectangles)eachof which consistsof pixels of a singlevalue
andthe union of which comprisesthe original rectangularregion. The near-optimal
partitionof agivenrectangleinto suchsubrectanglesis relatively easyto compute.

The encodingconsistsof a backgroundpixel value, L=M (typically the mostprevalent
pixel valuein therectangle)andacount N , followedby alist of N subrectangles,each
of whichconsistsof a tuple OQP:R�STR�U R�V�RXWZY whereP\[^]_ L:MX` is thepixel value, [aSTR�U=`
arethecoordinatesof thesubrectanglerelative to thetop-left cornerof therectangle,
and [aV�RXW ` are the width andheightof the subrectangle.The client can renderthe
original rectangleby drawing afilled rectangleof thebackgroundpixel valueandthen
drawing afilled rectanglecorrespondingto eachsubrectangle.

On thewire, thedatabeginswith theheader:

No. of bytes Type [Value] Description
4 U32 number-of-subrectanglesb U�c�d�e
f�d�g�f�h�S d�i PIXEL background-pixel-value

This is followedby number-of-subrectangles instancesof thefollowing structure:

No. of bytes Type [Value] Descriptionb U�c�d�e
f�d�g�f�h�S d�i PIXEL subrect-pixel-value
2 U16 x-position
2 U16 y-position
2 U16 width
2 U16 height
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6.4.4 CoRRE encoding

Note: theCoRREencodingis almostnever useful- Hextile is a betterencodingusing
thesameideas.

CoRRE(CompactRRE)is avariantof RRE,whereweguaranteethatthelargestrect-
anglesentis no morethan255x255pixels. A server which wantsto senda rectangle
larger thanthis simply splits it up andsendsseveral smallerRFB rectangles.Within
eachof thesesmallerrectangles,a singlebyte canthenbe usedto representthe di-
mensionsof thesubrectangles.For atypicaldesktop,thisresultsin bettercompression
thanRRE.In fact, thebestcompressionis achieved whenwe limit the rectanglesize
evenmore- currentimplementationsuseamaximumof 48x48.This is becauserectan-
gleswhichdo notencodewell (typically thosecontainingimagedata)aresentasraw,
while theoneswhich do encodewell aresentasCoRRE.Thesmallerthemaximum
rectanglesize,thefiner thegranularityof this decision.With RRE,thewholeoriginal
rectanglemusteitherbesentasRRE,or thewhole thing sentasraw. However, since
thereis a certainoverheadincurredby eachRFB rectangle,making the maximum
rectanglesizetoosmall(andthusincreasingthenumberof RFBrectangles),resultsin
worsecompression.

Thedatabeginswith theheader:

No. of bytes Type [Value] Description
4 U32 number-of-subrectanglesj�k�l�m�n
o�m�p�o�q�r m�s

PIXEL background-pixel-value

This is followedby number-of-subrectangles instancesof thefollowing structure:

No. of bytes Type [Value] Descriptionj�k�l�m�n
o�m�p�o�q�r m�s
PIXEL subrect-pixel-value

1 U8 x-position
1 U8 y-position
1 U8 width
1 U8 height
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6.4.5 Hextile encoding

Hextile is a variationon the CoRREidea. Rectanglesaresplit up into 16x16 tiles,
allowing the dimensionsof the subrectanglesto be specifiedin 4 bits each,16 bits
in total. Unlike CoRRE,tiles arenot top-level RFB rectangles.Whensplitting the
original rectangleinto tiles this is donein a predeterminedway. This meansthat the
positionandsizeof eachtile do not have to beexplicitly specified- theencodedcon-
tentsof the tiles simply follow oneanotherin thepredeterminedorder. Theordering
of tiles thatwe useis startingat thetop left goingin left-to-right, top-to-bottomorder.
If the width of the whole rectangleis not an exact multiple of 16 thenthe width of
thelasttile in eachrow will becorrespondinglysmaller. Similarly if theheightof the
wholerectangleis not anexactmultiple of 16 thentheheightof eachtile in thefinal
row will alsobesmaller.

Eachtile is eitherencodedasraw pixel data,or asa variationon RRE.Eachtile has
a backgroundpixel value,asbefore. However, the backgroundpixel valuedoesnot
needto beexplicitly specifiedfor agiventile if it is thesameasthebackgroundof the
previoustile. If all of thesubrectanglesof a tile have thesamepixel value,this canbe
specifiedonceasa foregroundpixel valuefor thewholetile. As with thebackground,
theforegroundpixel valuecanbeleft unspecified,meaningit is carriedover from the
previoustile.

Sothedataconsistsof eachtile encodedin order. Eachtile beginswith asubencoding
typebyte,which is amaskmadeup of anumberof bits:

No. of bytes Type [Value] Description
1 U8 subencoding-mask:

1 Raw
2 BackgroundSpecified
4 ForegroundSpecified
8 AnySubrects
16 SubrectsColoured

If the Raw bit is set thenthe otherbits are irrelevant; t1u3v5w�xzy{x:|�u<}�x=w pixel values
follow (where t?u@v5w�x and xB|�u<}�x=w arethewidth andheightof the tile). Otherwisethe
otherbits in themaskareasfollows:

BackgroundSpecified- if set,a pixel valuefollows which specifiesthebackground
colourfor this tile:

No. of bytes Type [Value] Description~�� w�|
���
|�����u���|�� PIXEL background-pixel-value

Thefirst non-raw tile in arectanglemusthave thisbit set.If thisbit isn’t setthen
thebackgroundis thesameasthelasttile.

ForegroundSpecified- if set,a pixel valuefollows which specifiesthe foreground
colourto beusedfor all subrectanglesin this tile:
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No. of bytes Type [Value] Description�������
���
�������������
PIXEL foreground-pixel-value

If thisbit is setthentheSubrectsColouredbit mustbezero.

AnySubrects- if set,a singlebyte follows giving the numberof subrectanglesfol-
lowing:

No. of bytes Type [Value] Description
1 U8 number-of-subrectangles

If not set,therearenosubrectangles(i.e. thewholetile is just solid background
colour).

SubrectsColoured- if settheneachsubrectangleis precededby a pixel valuegiving
thecolourof thatsubrectangle,soasubrectangleis:

No. of bytes Type [Value] Description�������
���
�������������
PIXEL subrect-pixel-value

1 U8 x-and-y-position
1 U8 width-and-height

If not set,all subrectanglesare the samecolour, the foregroundcolour; if the
ForegroundSpecifiedbit wasn’t set thenthe foregroundis the sameasthe last
tile. A subrectangleis:

No. of bytes Type [Value] Description
1 U8 x-and-y-position
1 U8 width-and-height

Thepositionandsizeof eachsubrectangleis specifiedin two bytes,x-and-y-position
andwidth-and-height. Themost-significantfour bitsof x-and-y-positionspecifytheX
position,theleast-significantspecifytheY position.Themost-significantfour bits of
width-and-heightspecifythewidth minusone,theleast-significantspecifytheheight
minusone.
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6.4.6 ZRLE encoding

ZRLE standsfor Zlib1 Run-LengthEncoding,andcombineszlib compression,tiling,
palettisationandrun-lengthencoding.On thewire, therectanglebeginswith a 4-byte
lengthfield, andis followedby thatmany bytesof zlib-compresseddata.A singlezlib
“stream”objectis usedfor agivenRFB protocolconnection,sothatZRLE rectangles
mustbeencodedanddecodedstrictly in order.

No. of bytes Type [Value] Description
4 U32 �<���������
�<��������� U8 array ���������8�����

The ���������8����� when uncompressedrepresentstiles of 64x64 pixels in left-to-right,
top-to-bottomorder, similar to hextile. If the width of the rectangleis not an exact
multipleof 64 thenthewidth of thelasttile in eachrow is smaller, andif theheightof
therectangleis not anexactmultiple of 64 thentheheightof eachtile in thefinal row
is smaller.

ZRLE makesuseof a new typeCPIXEL (compressedpixel). This is the sameasa
PIXEL for the agreedpixel format, exceptwheretrue-colour-flag is non-zero,bits-
per-pixel is 32, depth is 24 or lessandall of the bits makingup the red, greenand
blueintensitiesfit in eithertheleastsignificant3 bytesor themostsignificant3 bytes.
In this casea CPIXEL is only 3 byteslong, andcontainsthe leastsignificantor the
mostsignificant3 bytesasappropriate.�������
���
�� �¡����3¢ ��� is thenumberof bytesin a
CPIXEL.

Eachtile beginswith a ��£��¤���¦¥^§&¨������ typebyte.Thetopbit of thisbyteis setif thetile
hasbeenrun-lengthencoded,clearotherwise.Thebottomsevenbits indicatethesize
of thepaletteused- zeromeansnopalette,onemeansthatthetile is of asinglecolour,
2 to 127indicateapaletteof thatsize.Thepossiblevaluesof ��£ �^���¦¥^§�¨5����� are:

0 - Raw pixel data. ©1�3¨5���{ª«�:�������>� pixel valuesfollow (where ©?�3¨���� and �B���<�C�>�
arethewidth andheightof thetile):

No. of bytes Type [Value] Description
©1�3¨5���¬ªA�:���<���=�DªA���������
���� �¡�����¢ ��� CPIXEL array ­:��¢����<�

1 - A solid tile consistingof asinglecolour. Thepixel valuefollows:

No. of bytes Type [Value] Description
�������
���
�� �¡����3¢ ��� CPIXEL ­:��¢�����®
���a£ �

2 to 16 - Packedpalettetypes.Followedby thepalette,consistingof ­B���<�������&¯°�3����±�²
��£ �^���¦¥¤§�¨������C³ pixel values. Thenthe packed pixels follow, eachpixel repre-
sentedasabit field yieldinganindex into thepalette(0 meaningthefirst palette

1seehttp://www.gzip.org/zlib/
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entry). For ´Bµ�¶<·�¸�¸�·&¹°º3»�· 2, a 1-bit field is used,for ´Bµ�¶<·�¸�¸�·&¹°º3»�· 3 or 4 a 2-bit
field is usedandfor ´Bµ�¶<·�¸�¸�·&¹°º3»�· from 5 to 16a4-bit field is used.Thebit fields
arepacked into bytes,the mostsignificantbits representingthe leftmostpixel
(i.e. big endian).For tiles not a multiple of 8, 4 or 2 pixelswide (asappropri-
ate),paddingbitsareusedto align each row to anexactnumberof bytes.

No. of bytes Type [Value] Description
´ µ�¶<·�¸�¸�·
¹°º3»�·�¼A½�¾�¸�·
¿�À
·�Á�Â�À�º3Ã ·�¶ CPIXEL array ´Bµ�¶Ä·�¸@¸�·Å U8 array ´Bµ�Æ^Ç>·�È�À�º3Ã ·�¶<¿

whereÅ is thenumberof bytesrepresentingthepackedpixels.For ´Bµ�¶<·�¸�¸�·&¹°º3»�·
of 2 this is É�¶ÄÊ&Ê&Á=Ë�ËaÌ?º@È5¸�Í�ÎÐÏ�Ñ�Ò�Ó5Ñ�¼«ÍB·�º<ÔCÍ>¸ , for ´ µ�¶<·�¸�¸�·
¹°º3»�· of 3 or 4 this is
É�¶ÄÊ�Ê&Á=Ë�ËaÌ?º3È�¸�Í Î�Õ5Ñ�Ò
Ö�Ñ&¼×Í:·�º<Ô�Í=¸ , for ´Bµ�¶<·�¸�¸�·&¹°º3»�· of 5 to16thisis É�¶ÄÊ�Ê
Á=Ë�ËaÌ1º3È5¸�ÍBÎØ Ñ�Ò�Ù5Ñ?¼ÚÍ:·�º<Ô�Í=¸ .

17 to 127- unused(noadvantageoverpaletteRLE).

128 - PlainRLE. Consistsof a numberof runs,repeateduntil the tile is done.Runs
may continuefrom the endof onerow to the beginning of the next. Eachrun
is a representedby a singlepixel valuefollowed by the lengthof the run. The
lengthis representedasoneor morebytes.Thelengthis calculatedasonemore
thanthesumof all thebytesrepresentingthelength.Any bytevalueotherthan
255 indicatesthefinal byte. Sofor examplelength1 is representedas[0], 255
as[254], 256 as[255,0], 257as[255,1], 510 as[255,254],511as[255,255,0]
andsoon.

No. of bytes Type [Value] Description
½�¾�¸�·
¿�À
·�Á�Â�À�º3Ã ·�¶ CPIXEL ´:º3Ã ·�¶�Û
µ�¶�Ü�·
É�¶ÄÊ�Ê&Á=Ë�ËaÁ&ÜBÝ¦Þß·�Ý�Ô�¸�Í\à Ø Ñ�Ò�Ù�á�á5Ñ U8 array 255
1 U8 ËaÁ�Ü:Ý¦Þâ·�Ý�Ô�¸�Íãà Ø Ñ�äåÙ�á�á

129- unused

130 to 255 - PaletteRLE. Followed by the palette,consistingof ´Bµ�¶<·�¸�¸�·&¹°º3»�·çæ
Ë<¿�Ü ½^·�Ý¦Æ¤Ê�È�º�Ý�Ôèà Ø Ù�Ó5Ñ pixel values:

No. of bytes Type [Value] Description
´ µ�¶<·�¸�¸�·
¹°º3»�·�¼A½�¾�¸�·
¿�À
·�Á�Â�À�º3Ã ·�¶ CPIXEL array ´Bµ�¶Ä·�¸@¸�·

Thenaswith plain RLE, consistsof a numberof runs,repeateduntil the tile is
done.A runof lengthoneis representedsimplyby apaletteindex:

No. of bytes Type [Value] Description
1 U8 ´Bµ�¶<·�¸�¸�·�é5Ý¦È�·�Ã
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A run of lengthmorethanoneis representedby a paletteindex with thetop bit
set,followedby thelengthof therunasfor plain RLE.

No. of bytes Type [Value] Description
1 U8 ê ë�ì<í�î�î�í�ï5ð¦ñ�í�òãóõô�ö�÷ø ìÄù�ù&ú=û�ûaú&üBð¦ýßí�ð�þ�î�ÿ��Qô ��� ö���� � U8 array 255
1 U8 ûaú�üBð¦ýßí�ð�þ�î�ÿ��Qô ��� ö����
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6.5 Pseudo-encodings
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6.5.1 Cursor pseudo-encoding

A client which requeststheCursor pseudo-encodingis declaringthat it is capableof
drawing amousecursorlocally. Thiscansignificantlyimproveperceivedperformance
over slow links. Theserver setsthecursorshapeby sendinga pseudo-rectanglewith
theCursor pseudo-encodingaspart of an update.Thepseudo-rectangle’s x-position
andy-position indicatethe hotspotof the cursor, and width andheight indicatethe
width andheightof thecursorin pixels. Thedataconsistsof 	�

������������
������ pixel
valuesfollowed by a bitmask. The bitmaskconsistsof left-to-right, top-to-bottom
scanlines,whereeachscanlineis paddedto awholenumberof bytes ����� �"!$#�#�	%

�&�'�)(*�+�, -�+

. Within eachbyte themostsignificantbit representsthe leftmostpixel, with a
1-bit meaningthecorrespondingpixel in thecursoris valid.

No. of bytes Type [Value] Description
	%
.�����/�/�0��
1�2���3�/465��'�87:9;�<!�9=
�>?�:� PIXEL array cursor-pixels
���@� �8!$#�#�	�

�����)( *�+�, -�+BA �0��
1���$� U8 array bitmask
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6.5.2 DesktopSize pseudo-encoding

A clientwhichrequeststheDesktopSizepseudo-encodingis declaringthatit is capable
of copingwith a changein the framebuffer width and/orheight. Theserver changes
thedesktopsizeby sendingapseudo-rectanglewith theDesktopSizepseudo-encoding
aspartof anupdate.Thepseudo-rectangle’s x-positionandy-positionareignored,and
width andheight indicatethe new width andheightof the framebuffer. Thereis no
furtherdataassociatedwith thepseudo-rectangle.


